
Best Practices for SharePoint 
Records Management (RM)

Mike Alsup

Gimmal Group

1



Welcome to Houston SharePoint Saturday

ÅPlease turn off all electronic devices or set them to vibrate.

ÅIf you must take a phone call, please do so in the hall so as not 
to disturb others.

ÅThanks to our Platinum Sponsors:

Thank you for being a part of the first ever 
SharePoint Saturday for the greater 

Houston area!
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AGENDA

ÅChallenges that SharePoint Records 
Mgmt. Must Address

ÅBest Practices for Electronic Records 
Mgmt.  

ÅBest Practices for SharePoint Content 
& Records Mgmt.  

ÅFoundation for a SharePoint Best 
Practices Framework

ÅSharePoint 2010 ECM & RM?

ÅDiscussion
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GIMMAL COMPANY FACTS

ÅEnterprise Content & Records Mgmt. Experts
ÅContent and Records Management Specialists

ÅTrusted Advisors on large ECM programs

Å150 + clients with household names

ÅThought Leadership

ÅNationally Recognized
ÅFounded 2002 ςHouston, NYC, Washington

ÅTeam averages 10+ years of experience

Å{ƻƳŜ ƻŦ ƛƴŘǳǎǘǊȅΩǎ ōŜǎǘ ƪƴƻǿƴ ŜȄǇŜǊǘǎ

ÅBroad Experience
ÅClientele ςFortune 200 & government

ÅExperience with all leading vendors

ÅEspecially EMC & SharePoint

ÅEspecially Enterprise RM deployments
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TOP 10 QUESTIONS IN ECM & RM

ÅCan we do everything with SharePoint?
ÅDoes SharePoint RM scale to the Enterprise?

ÅDoes SharePoint 2010 RM fix everything from MOSS 2007?

ÅCan we justify consolidating ECM & RM to a single vendor?
Å²Ƙŀǘ ŀōƻǳǘ ƻǳǊ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ά·έΚ

ÅDo we need one File Plan and Retention Schedule for Electronic 
and Physical Records?
ÅWhat about Paper-based Records Management?

ÅIƻǿ ǎƘƻǳƭŘ ǿŜ ǳǎŜ ά.ƛƎ .ǳŎƪŜǘǎέ ƛƴ ƻǳǊ CƛƭŜ tƭŀƴΚ

ÅWho should control the Records Management functions? 

ÅHow is SharePoint related to eDiscovery? 

ÅIf we build it, will they come?

ÅBonus Question ςWhat about SharePoint 2010?
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Forms
Capture and 
Automation

Email, 
Office 

Documents

Digital 
Assets

ERM / 
COLD

GIS and
Mapping

ECM/RM and Imaging

Web, Intranet, 
Collaborative

Content

ÅContent Volume is Doubling Every 18 Months
ÅEmail has become a killer application & critical to business
ÅShare drives are 50% duplicates, trash & outdated information
ÅFew organizations have content management for all knowledge workers
ÅSharePoint is a disruptive technology for enterprise content and records

CLIENT CHALLENGES - #1

eTrash, 18%

Expired Records, 18%

Duplicates, 15%

Grouped Document 
Sets, 11%

Inventory Resistant, 
28%
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ÅFinding Information is Difficult and Time Consuming

Åтм҈ ǎŀȅ ƛǘΩǎ ŜŀǎƛŜǊ ƻƴ ǘƘŜ ǿŜō ǘƘŀƴ ƻƴ ƛƴǘŜǊƴŀƭ ǎȅǎǘŜƳǎϝ

ÅClean-up, access, and management are needed

ÅNo one wants to be the librarian for their own information

CLIENT CHALLENGES - #2

Explorer Office Outlook SharePoint Legacy ECM Legacy Apps

Information
*AIIM Tracks Business Benefits of 
Enterprise 2.0 June 30, 2009
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CHALLENGE # 3 ςKNOWLEDGE WORKER USAGE
Office

2007

SharePoint

2007

Search / Navigation / Taxonomy
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ENTERPRISE USAGE MODEL
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ECM/RM

Native 

ECM/RM

Search / Navigation / Taxonomy

ÅMany Moving Parts 
ÅEnterprise is Key
ÅLifecycle is Key  
ÅThis is a Journey



MICROSOFT VIEW OF SHAREPOINT PRODUCTS

Foundational ECM 
Č Limited Support for Products

Document 
Mgmt.

Records 
Mgmt.

Web 
Content 
Mgmt.

Rich 
Media 
Mgmt.

Document 
Output 
Mgmt.

Email 
Archiving

Human 
Centric 

Workflow

Supplemental ECM
Č Embrace and extend SharePoint with Product Partners

Physical, DoD 
Records 
Mgmt.

Business 
Process 
Mgmt.

Transactional 
Content 
Mgmt.

Scanning and 
Capture

Archiving & 
Library 
Services
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CHALLENGE # 4 - ¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal
ÅOne-off design from rest of sites

ÅLook and feel
ÅNavigation

ÅNo centralized site directory
ÅContains documents

ÅMany are copies of documents 
from other sites but are put 
here for convenience
ÅDo you really want to have to 

manage documents at your 
portal level?

Top Site Portal
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¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal

Site 1
ÅOne-off navigation
Å5 sub-sites
Å17 pages
Å3 document libraries
Å19 content types
ÅNo retention mgt
ÅLocal search config
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¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal

Site 1
ÅOne-off navigation
Å5 sub-sites
Å17 pages
Å3 document libraries
Å19 content types
ÅNo retention mgt
ÅLocal search config Site 2

ÅOne-off navigation
Å1 sub-site
Å3 pages
Å1 document library
Å4 content types
ÅNo retention mgt
ÅLocal search config
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¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal

Site 1
ÅOne-off navigation
Å5 sub-sites
Å17 pages
Å3 document libraries
Å19 content types
ÅNo retention mgt
ÅLocal search config

Site 2
ÅOne-off navigation
Å1 sub-site
Å3 pages
Å1 document library
Å4 content types
ÅNo retention mgt
ÅLocal search config

Issues:
1. Sites are not connected
2. Each site has own branding, 

look and feel
3. Navigation is inconsistent
4. All content is retained forever
5. Different definitions of content

Å {ƛǘŜ м Ƙŀǎ άLƴǾƻƛŎŜ ς
tǳǊŎƘŀǎƛƴƎέ

Å {ƛǘŜ н Ƙŀǎ άLƴǾƻƛŎŜέ
6. Search experience differs per 

site
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¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal

Site 1
ÅOne-off navigation
Å5 sub-sites
Å17 pages
Å3 document libraries
Å19 content types
ÅNo retention mgt
ÅLocal search config

Site 2
ÅOne-off navigation
Å1 sub-site
Å3 pages
Å1 document library
Å4 content types
ÅNo retention mgt
ÅLocal search config

Site 3
ÅOne-off navigation
Å26 sub-sites
Å64 pages
Å13 document libraries
Å270 content types
ÅNo retention mgt
ÅLocal search config
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¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal

More Issues:
1. Chaos grows
2. Content volume is increasing 

rapidly with this new large site 
ςstill no unified retention 
policy

3. ²ŜΩǾŜ ŀŘŘŜŘ ƳƻǊŜ άǊƻƎǳŜέ 
content types
Å This site added an 
άLƴǾƻƛŎŜ ς±ŜƴŘƻǊέ !b5 
άLƴǾƻƛŎŜ ς/ƻƴǘǊŀŎǘƻǊέ

4. Metadata management is 
becoming inconsistent

5. No standard security model
6. How are Recordsmanaged?
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¦bDh±9wb95 άhwD!bL/έ 9b±Lwhba9b¢

Top Site Portal

How are you 
going to 

support this?

How do you 
govern this?

Some sites may be connected to 
Portal, others not
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Best Practices for SharePoint Enterprise 
Content & Records Mgmt.

FOR ELECTRONIC RECORDS MGMT. 
GOVERNANCE AND COMPLIANCE
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STATE OF ELECTRONIC RECORDS MANAGEMENT - 2010

Åaƻǎǘ ŎƻƴǘŜƴǘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ άǊŜŎƻǊŘέ ǾŀƭǳŜ

ÅOnce stored, most content is not retrieved

ÅLarge volumes of unmanaged content

Å{ǘƛƭƭ ƘŀǾŜ άŦƛǊŜ ŘǊƛƭƭǎέ ǿƘŜƴ ǊŜŎƻǊŘǎ ŀǊŜ ƴŜŜŘŜŘ ŦƻǊ 
FOIA, litigation, investigations, etc.

ÅEnterprise content management solutions can be 
complicated and expensive
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²I!¢Ω{ ²hwYLbD ςOVERALL BEST PRACTICES

1. Governance Covers All Content 

2. Enterprise Information Lifecycle Model 

3. Records Retention Schedule 

4. Retention Hold Process 

5. Automated Destruction Process 

6. Destruction Logs 

7. Communication and Training 

8. Compliance Monitoring 
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²I!¢Ω{ ²hwYLbD ςBEST PRACTICES

1. Governance Covers All Content Formats and Versions

ÅModern Software Tools enable Enterprise Content Governance

ÅBuild on Guidance From Standards

- GARP® http://www.arma.org/garp/

- DoD 5015.02-STD Electronic Records Management 
Software Applications Design Criteria Standard 
http://jitc.fhu.disa.mil/recmgt/p50152stdapr07.pdf

- ISO 15489Information and Documentation ςRecords 
Management   http://www.arma.org/

- Dublin Core Metadata  http://dublincore.org/
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²I!¢Ω{ ²hwYLbD ςBEST PRACTICES

2. Enterprise Information Lifecycle Model ČUser Expectations

ÅAll content has to be managed:

- Compliance with regulations for retention, privacy, and security ǊǉƳǘΩǎ

- Content is managed from creation to disposition, usually destruction

- Risk mitigation to protect IP, business continuity and disaster recovery

- Production of records in litigation and FOIA /Open Records Act requests

ÅStandard retention and rules for all content in every ILC state

- Minimizes abandoned and orphaned content

- Accelerates destruction of temporary content

- Defines rules for transitions between ILC states

- Tagging early in ILC is important to enterprise retention and retrieval

Č Predictability, relevance, accuracy, confidence, and trust 
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ENTERPRISE INFORMATION LIFECYCLE

Retention

XX Days

Location(s)
Network Shares

E-mail Inbox

Metadata

Name

Retention

XX Months

Location(s)

Document Libraries

Metadata

Name

Content Type

Retention

Retention Schedule

Location(s)
In Place, Record Center or

3rd Party Product

Metadata

Name

Content Type

Version

As Supported

Version

Major & Minor

Version

None

Security

Local Rules

Corporate Policies

Security

Local Rules

Corporate Policies

Security

Read Only

Coordinators Delete

Disposition

28 Day Purge Area

Disposition

Recycle Bin

Disposition

Immediate
23

Temporary
Work In 
Progress

Final

Hold

Disposition



²I!¢Ω{ ²hwYLbD ςBEST PRACTICES

3. Purpose of retention schedule is record retention

ÅApplicable to all record media, formats

ÅCompliant with legal ǊǉƳǘΩǎacross all countries and jurisdictions

ÅCompatible with how laws and regulations are organized

ÅSimpler the better!

ÅBig Buckets

ÅIntegrated Legal Research
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BIG BUCKET APPROACH

ÅwŜǘŜƴǘƛƻƴ /ŀǘŜƎƻǊƛŜǎ ŀǊŜ άōǳŎƪŜǘǎέ ςwhere retention & disposition managed

ÅSame or similar business processes

ÅSame or similar legal and regulatory requirements

ÅMaintained for the same or similar amount of time

ÅCŜǿŜǊκōƛƎƎŜǊ άōǳŎƪŜǘǎέ ŀǊŜ ōŜǘǘŜǊ

ÅEasier for users & automatic categorization tools

Å Improve ability to consistently retain records

ÅLower total cost of ownership

Å Best practice to structure retention schedules - based on ISO 15489

Å1st level is derived from functions and activities, not business unit names                   
Č (Business Function)

Å2nd level is based on the activities constituting the function; retention periods are 
assigned & destruction is managed at this level  Č (Retention Category)

Å3rd  level is comprised of record types generated as a result of activities or 
transactions within each record series   Č (Record Type)
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Business 
Function

Legal (LEG)

Retention 
Category

(Big Buckets)

LEG01: 
Contracts

LEG02: 
Litigation

Record Type

Employee 
Agreements

Vendor 
Contracts

Bankruptcy 
Files

Mediation 
Records

SharePoint 
Content 

Type

Employee 
Agreements

Master Service 
Agreements

Non Disclosure 
Agreements

Statements of 
Work

RETENTION SCHEDULE STRUCTURE
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LEGAL RESEARCH AND LEGAL CITATIONS

ÅFailure to comply with laws and regulations creates risks:

Č fines, sanctions, and penalties, including embarrassment 

ÅCommercial :  >15,000 legal citations at US federal and state levels

ÅState Government ςMust comply with state rules

ÅLegal research usually performed by attorneys 

Č Legal Citations

ÅMapping Legal Citations to Retention Categories 

Č Retention Schedule
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²I!¢Ω{ ²hwYLbD ςBEST PRACTICES

4. A Retention Hold Process must be followed

ÅStandardized process to apply and remove retention holds 
suspends the retention schedule for:
Åanticipated litigation,

Ågovernmental proceedings,

Åinvestigations, 

Åor audits

ÅHolds need to be applied to electronic content in secure manner
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²I!¢Ω{ ²hwYLbD ςBEST PRACTICES

5. Automated Destruction Process 
Å Automated when possible and sustainable

Å When content meets its retention period Č usually destroyed immediately

Å When destruction of electronically stored content cannot be automated, 
manual processes are used so content is deleted at the end of its lifecycle

6. Destruction Logs 
Å Destruction logs provide evidence to verify of electronic record destruction

Å Destruction logs prove content was destroyed for an investigation

Å Keep information on the destruction log to a minimum 

Å Unique identification of piece of content
Å {ƛƎƴƛŦƛŎŀƴǘ ŘŀǘŜǎ ƻŦ ǇƛŜŎŜ ƻŦ ŎƻƴǘŜƴǘΩǎ ƭƛŦŜŎȅŎƭŜ 
Å System-generated information and properties
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²I!¢Ω{ ²hwYLbD ςBEST PRACTICES

7. Communication and Training 
ÅCommunicate a consistent message Č retention management is important

ÅPeople will embrace the change process if clear information is available

ÅRegular compliance training for new hires and information workers

8. Compliance Monitoring 
ÅMonitor information workers compliance in non-disruptively and transparently

ÅWhen non-compliance is discovered, take action to bring into compliance
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Best Practices for SharePoint Enterprise 
Content & Records Mgmt.

FOR SHAREPOINT GOVERNANCE 
AND COMPLIANCE
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SHAREPOINT GOVERNANCE AND COMPLIANCE

ÅStandardized Site Templates

ÅPublishing

ÅCollaboration

ÅMy Sites

ÅApplying a Framework

ÅAuto-Provisioning of Sites

ÅMetadata Inheritance

ÅDrag and Drop Support

ÅFunctional Scoping
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STANDARDIZED SITE TEMPLATE TYPES

ÅSite templates for:
ÅPublishing

ÅCollaboration

ÅPersonal (MySite)
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STANDARDIZED SITE TEMPLATES - PUBLISHING

Å Publishing
Å Purpose ςPresentation of approved content 

to a broad audience

Å No document storage in these sites

Å Features
Å Standardized page layouts

Å Standardized navigation

Å Standardized search

Å Standardized site and sub-site structure

Å Custom web parts

Sample Publishing Site Home Page

Masthead

Standard Zones

Global Navigation
& Site Directory

Local Navigation
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STANDARDIZED SITE TEMPLATES - COLLABORATION

Å Collaboration
Å Purpose ςContent creation and sharing 

within a team

Å 3 Templates Supported

ÅOrganization

ÅProject

ÅCommunity of Practice

Å Limited access based on membership

Å Features
Å Standardized page layouts

Å Standardized navigation

Å Standardized search

Å Standardized site and sub-site structure

Å Standardized library structure

Å Custom web parts

Å Enhanced content query

Å Library content types summary

Å Dashboard items

Sample Collaboration Site Page

35



STANDARDIZED SITE TEMPLATES - PERSONAL

Å MySites
Å Personalized pages

Å Personal content management space

Å Personnel directory

Å Features
Å Standardized page layouts

Å Standardized navigation, tied directly 
with all Framework sites

Å Standardized search

Å Standardized site and sub-site structure

Å Standardized library structure
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BASE SITE STRUCTURE AND PAGE CONTENT

Best Practices ςFramework:
ÅSupport any baseline design for 
sites and sub-sites, pages and 
web parts, styles and branding

ÅEstablish consistency of site 
structure through provisioning

ÅManage sites through SharePoint 
Features and Content Types 
inherited into sites(applied 
programmatically), not as one-
offs, like traditional site templates

ÅSupport standardization of 
security model and configurable 
levels of security inheritance 
throughout the tree

37

inherited into sites

provisioning



APPLYING A FRAMEWORK

Top Site Portal Some sites may be connected to 
Portal, others not
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ÅAll TeamSitesstart 
out the same

FRAMEWORK SITE MODEL

Enterprise 
Intranet 
Site
Collection(s)

Organization, 
Project, 
Workgroup & 
Community 
TeamSites

= User Navigation
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FRAMEWORK SITE MODEL

ÅAll TeamSitesstart 
out the same
ÅSites will be 

configured to meet 
individual team 
needs
ÅBut standards for 

usability and 
governance will 
always apply

Organization, 
Project, 
Workgroup & 
Community 
TeamSites

Enterprise 
Intranet 
Site
Collection(s)

= User Navigation
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FRAMEWORK SITE MODEL ςADDING MYSITES

Organization, 
Project, 
Workgroup & 
Community 
TeamSites

Enterprise 
Intranet 
Site
Collection(s)

= User Navigation

MySites
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ÅAll TeamSitesstart 
out the same
ÅSites will be 

configured to meet 
individual team 
needs
ÅBut standards for 

usability and 
governance will 
always apply



AUTO-PROVISIONING

Å Leverage request and approval workflow 
process with InfoPath forms

Å Produces standardized environments
Å Security groups and membership

Å Roles

Å Pages and navigation

Å Web Parts

Å Lists

Å Document Libraries

Å Content Types

Å Site and library columns and auto-population rules

Å Custom functions

Å Implement Features that are easily managed

Å Ensures governance settings

Å aƛƴƛƳƛȊŜǎ ά!ŘƳƛƴƛǎǘǊŀǘƛƻƴέ ǘǊŀƛƴƛƴƎ

Å Limits manual configuration to local business 
specifications

ÅSupports all Site Templates
ÅPublishing

ÅCollaboration

ÅOrganization

ÅProject

ÅCommunity of Practice

ÅPersonal (MySites)

Standardized Site Templates
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ÅFile Plan 
ÅRetention Schedule
ÅLegal Citations
ÅLegal HoldsRecords

Center

SHAREPOINT FRAMEWORK

ÅContent Types
ÅInformation Policy
ÅRetention Definition
ÅDocument Templates

Optional:
BlueThread

Documentum
Source One
HP Tower

Microsoft
External Blob
Storage (EBS)

(Č RBS)

Team Sites

MySites

Top Level Portal

ÅLifecycle
ÅTaxonomy
ÅNavigation
ÅFeatures
ÅSearch 
ÅSecurity
ÅXML Config.

Information Lifecycle

File Plan /
Retention 
Schedule
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Automated
Site

Provisioning

Master
Site



METADATA INHERITANCE

ÅFor auto-population of metadata based on rules

ÅMinimizes need for user input, improves user adoption

ÅCaptures necessary information to support compliance or other rules

ÅFully configurable at multiple levels 
ÅSite collection, site, library, folder and content type

Standardized Site Templates

44



DRAG AND DROP SUPPORT

Å Allows for drag and drop of files 
from non-SharePoint sources 
into Document Libraries

Å Configurable

ÅCan support auto-classification 
and auto-population of 
metadata

ÅSupports zero, one, or multi-
click use cases

Standardized Site Templates
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ADMINISTRATION ςFUNCTIONAL SCOPING

ÅAutomatic pruning of administrative functions not appropriate for 
local administrators

ÅConfigurable by type of site

ÅPrevents local administrators from circumventing global rules and 
violating compliance

ÅStill gives administrators the local autonomy they need to 
configure and customize sites for their business needs

Standardized Site Templates
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